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Deepfake Crisis Communication Plan
A template outline for Australian Independent Schools.

This template is prepared by imageseven for use in preparation for a crisis caused by distribution of a deepfake of a member of a school community. 
This document is intended as a starting point for developing your own, customised crisis communication plan. We do not advise using this document without considering your own unique school context and requirements.

 
Section 1: Introduction
Purpose of the Plan
This crisis communication plan provides a structured, clear and straightforward approach for managing incidents involving deepfake or synthetic digital assets that pose a reputational risk to our school, its staff, or students. In an era where digital misinformation can rapidly escalate, this plan is an essential tool for protecting the integrity and reputation of our school community.
Scope
The plan specifically addresses crises arising from synthetic digital content, likely shared on social media platforms, which may involve students from our school or other schools. It offers a framework for identifying, assessing and responding to such incidents, with a focus on safeguarding our school's brand and the welfare of our students and staff.
Audience Awareness
We recognise the potential for digital risks in today's connected world. This plan is developed with an acute awareness of our community's concerns about digital security and the unique vulnerabilities that schools face in this regard. Our commitment is to ensure a prompt, responsible and empathetic response to any crisis, maintaining the trust placed in us by parents, students and staff.
Plan Usage Guidance
This plan should be activated immediately upon identification of a potential crisis involving synthetic digital content. It is designed for use by the school's Crisis Management Team (CMT), including the Head of School, Communication Officer, and IT Specialist. It outlines clear steps for initial assessment, communication and resolution of the crisis, ensuring a cohesive and effective response.



Section 2: Crisis Management Team (CMT)
Composition of the CMT
The CMT is a collaborative team, formed to manage and respond to crises involving synthetic digital content. It consists of the following roles:
1. Head of School: Provides overall leadership and final approval for all communications.
2. Communication Officer: Manages all external and internal communications.
3. Welfare Officer: Ensures the wellbeing of students and staff is prioritised.
4. IT Manager: Handles technical aspects, including identification and analysis of digital content.
5. Legal Advisor: Offers legal counsel, particularly in scenarios with potential legal implications.
Roles and Responsibilities
· Head of School: Coordinates the team, makes final decisions and approves communication.
· Communication Officer: Develops and disseminates communication materials.
· Welfare Officer: Monitors and addresses the impact on student and staff welfare.
· IT Manager: Provides technical expertise in assessing and responding to the digital crisis.
· Legal Advisor: Advises on legal considerations and compliance issues.
Decision-Making Process
The CMT operates collaboratively, pooling expertise from different areas. The Head of School, or their delegated authority, has the final say in decision-making, particularly regarding the approval of communications.
Communication Flow
· Internally: The CMT should maintain open and frequent communication among members to ensure coordinated efforts.
· Externally: The Communication Officer serves as the primary point of contact for all external communications.
Training and Preparedness
· Regular training sessions and preparedness exercises are crucial for the CMT to stay updated on best practices in crisis management and digital security.
· These sessions should include simulations of potential scenarios to ensure readiness in real crises.



Section 3: Identification and Assessment
Criteria for Identifying a Crisis
A situation involving synthetic digital content escalates to a crisis based on several key indicators:
1. Reach of the Content: The extent to which the content has been viewed, shared, or commented on across social media or other platforms.
2. Hurt or Harm Caused: The impact of the content on individuals, including emotional distress, bullying, or defamation.
3. Reputation Damage: The potential or actual damage to the trust and perception of the school with parents and within the wider community.
4. Inquiries from Stakeholders: Increased questions or concerns from parents, media, or other community members.
Initial Assessment Protocol
Upon encountering potential crisis content, the following steps should be taken:
1. Notification: Any staff member who identifies potential crisis content should immediately notify the Head of School and the Communication Officer.
2. Preliminary Review: The IT Manager conducts a swift initial analysis to verify the authenticity of the content and assess its reach.
3. Initial Meeting: The CMT convenes an emergency meeting to review the findings and assess the severity of the situation.
4. Information Gathering: Collect additional information from relevant sources, including social media platforms, to gauge the impact and spread.
5. Situation Analysis: Assess the potential harm and reputational damage, considering the emotional impact on students and staff.
Escalation Procedures
· Internal Escalation: If the CMT, based on the initial assessment, determines that the situation constitutes a crisis, the Head of School initiates the crisis response protocol.
· External Communication: The Communication Officer prepares to address queries from parents, media and other stakeholders, in line with the crisis communication strategy.
· Continuous Monitoring: The situation should be continuously monitored by the Communications Officer for developments or changes in the content's reach and impact.



Section 4: Communication Strategy
Key Messages
In all communications during a crisis involving synthetic digital content, the following key messages should be consistently conveyed:
1. Confirmation of Synthetic Media: Assert that the media is under assessment and there is confidence it is a deepfake.
2. Victim Support: Acknowledge and support the individual misrepresented in the content, clarifying their non-involvement.
3. School's Stance: Emphasise that the views/actions in the content do not reflect the school's ethos and that such incidents contradict the school's values.
4. Safety Reassurance: Reassure the safety of students and staff as the highest priority.
5. Cooperation with Authorities: Confirm that the school will cooperate with relevant authorities in investigating the incident.
Tone and Language
· The tone of communication should be compassionate and empathetic, recognising the emotional impact on the community.
· Language should be clear, brief and plain to ensure understanding across all audience segments.
Frequency and Timing of Communications
· Immediate Response: Issue an initial communication within two hours of the crisis identification, confirming the synthetic nature of the content and advising against its distribution.
· Ongoing Updates: Frequency and timing of subsequent communications should be context dependent. In a scenario of repeated, ongoing or numerous deepfakes, updates should be more frequent. In single occurrences, one initial advisory communication followed up by a more comprehensive summary of findings and actions may suffice.
· Balance is key: Maintain transparency and availability while avoiding over-dramatising or excessive communication that may heighten concerns.
Tailoring Messages to Diverse Audiences
· Core content should remain consistent across all stakeholder groups (e.g. staff, parents and media) to uphold transparency.
· Tailor each communication to a stakeholder group with a sensitivity to context-specific references appropriate to that group. E.g. parents, staff and students.



Section 5: Communication Channels
Primary Channel - Email
1. Email Format and Content:
· Subject Line: Clear and direct, indicating the nature of the crisis (e.g., "Important Update on Recent Digital Incident").
· Prioritisation of Information: Begin with key messages, followed by detailed information.
· Consistency: Maintain a consistent format and tone across all.
2. Frequency and Timing:
· Initial Email: Send within 2 hours of crisis identification.
· Follow-Up Emails: Based on the evolving nature of the crisis; aim for daily updates in ongoing situations.
3. Email List Management:
· Ensure up-to-date email lists for parents, staff and students.
· Segment lists if necessary for tailored messaging.
Secondary Channel - School Website
1. Updates and Official Statements:
· Post major updates and official statements on a dedicated section of the website.
· Ensure updates are easy to find and read.
2. FAQ Section:
· Develop a FAQ section to address common concerns and questions.
· Regularly update the FAQ as new information arises.
Addressing Offending Posts on Social Media
In addition to the previously outlined channels, a specific protocol for responding to offending posts on social media is crucial:
1. Official Response/Comment:
· If a deepfake or synthetic content originates from or is widely shared on social media, it may be appropriate to post an official response directly on the platform.
· This response should be brief and direct, primarily aiming to redirect viewers to the school's official communication channels (email or school website) for detailed information and updates.
· Example Response: "We are aware of the recent post circulating on social media. Please refer to our official email communication or visit our website for accurate information and updates on this matter."
· In certain circumstances, it may be appropriate to post a comment on the offending material with a response stating that the content is a deepfake and is does not reflect the views of the school.
· If the offending material depicted an individual, it is generally inadvisable for the individual to respond. Assuming the individual is a victim of a deepfake, the school would ideally stand between them and any involvement with stakeholders or the wider community.
2. Considerations for Social Media Response:
· Timing: Respond as promptly as possible to prevent misinformation from spreading.
· Tone: Maintain a professional and factual tone, avoiding engagement in online debates or confrontations.
· Monitoring: Continuously monitor social media for further developments or spread of the content.
Other Communication Channels
1. Social Media:
· Limited use for directing audiences to official statements on the website or emails.
· Avoid detailed discussions on social media platforms.
2. Phone Calls:
· Reserved for urgent or sensitive communications with specific individuals or groups.
· Documentation of calls for record-keeping.
3. Physical Meetings:
· Considered if necessary for in-depth discussions with staff or parent groups.
· Ensure adherence to safety protocols if applicable.



Section 6: Crisis Response Phases
Immediate Response (0-24 hours)
1. Notification and Assessment:
· Immediate notification to the CMT.
· Rapid assessment of the situation by the IT Manager and Communication Officer.
2. Initial Communication:
· Draft and dispatch the first email to parents, staff and students: ideally within two hours.
· Focus on acknowledging the situation, stating the ongoing assessment, and initial actions being taken and clearly stating that the material is a deepfake.
3. Social Media Monitoring:
· Continuously monitor social media for spread and reactions, responding as outlined in Section 5.
4. Checklist for Immediate Actions:
· Verify the authenticity of the content.
· Prepare a brief official statement for immediate release.
· Initiate communication with any directly affected individuals.
Ongoing Communication (24-72 hours)
1. Regular Updates:
· If the situation is unfolding or has developments that impact the reputation of individuals or the school, consider providing daily updates via email, including any new developments or actions taken.
2. FAQ Updates:
· Update the FAQ section on the school website to reflect new questions or concerns.
3. Stakeholder Engagement:
· Maintain open channels for feedback and concerns from parents, staff and students.
· Consider if the reputational risk warrants a separate communication to prospective parents and parents of enrolled, but not yet attending students.
4. Influencer Engagement:
· Consider engaging to parents or staff members who are influencers within their groups to proactively endorse the school’s actions and to reaffirm that the material is synthetic and therefore not endorsed by the school. Influencers may be parent class representatives, social organisers, year-group ambassadors, or respected staff members. Ideally, have these lists of contacts prepared in advance.
5. Continuous Assessment:
· Ongoing evaluation of the crisis impact and necessary adjustments in strategy.
Resolution and Recovery
1. Communicating Resolution:
· Once resolved, communicate the conclusion of the crisis, outlining the steps taken and the outcome.
2. Restoring Normalcy:
· Plan for a gradual return to normal operations, addressing any lingering concerns.
3. Learning and Improvement:
· Conduct a debriefing to learn from the crisis and improve future response strategies.
Communication Templates
1. Immediate Response Email Template:
· Subject: "Important Notice: [Crisis Topic]"
· Content Structure: Acknowledge the situation, provide basic facts, reassure safety and offer reassurance.
· Refer to Section 7 for a sample parent email.
2. Concluding Response Email Template (24-72 hours):
· Subject: "Final Update on [Crisis Topic]"
· Content Structure: Define the reality of the situation's resolution, the steps taken and a positive outlook for the future.
· Refer to Section 7 for a sample parent email.



Section 7: Templates for Communication

Immediate Response Email Template
Subject: Important Notice: Deepfake incident warning
Body:
Dear [Recipient's Name/School Community],
I am writing to let you know about an incident involving synthetic digital media, or deepfake video, that has been circulated on social media. We are actively working to assess and address this situation with the utmost seriousness.
After speaking with the individual/s portrayed in the video, we are confident that the video is fake. The individuals confirmed the video is not them and has used their likeness without their permission or knowledge. Videos such as this can be created using commonly available AI tools on a smartphone.
The content of the video does not reflect the values or beliefs of the individual or those of the school. 
It's important to note that the welfare of our students and staff is our highest priority and we are taking all necessary steps to manage the implications of this incident.
We urge you not to share this video, as it does not represent the views or values of our school community. Sharing the video, even to warn others, simply rewards the perpetrators with additional attention. We will keep you updated with accurate information as our investigation reveals more.
If you have any immediate concerns or questions, please feel free to reach out. Your support and understanding are invaluable as we navigate this challenging situation.
Sincerely
[Your Name]
[Your Position]



Concluding Response Email Template (24-72 hours)
Subject: Final Update on recent deepfake video incident
Body:
Dear [Recipient's Name/School Community]
I am writing to provide a final update on the incident involving synthetic digital media that we previously reported.
After thorough investigation, we can confirm that the matter has been resolved. The video in question was a deepfake, and appropriate measures have been taken to address this issue. We have worked diligently to ensure the safety and wellbeing of all involved, and we appreciate your cooperation and understanding during this process.
This incident stands in contrast to the values we uphold at our school. We remain committed to fostering a safe, respectful and authentic environment for our students and staff.
Thank you for your support and solidarity as we worked through this situation. Our community's resilience and unity are a source of great pride and strength.
Sincerely
[Your Name]
[Your Position]



FAQ Website Template
Q1: What is a deepfake? 
A: A deepfake is a synthetic media created using artificial intelligence, where a person's likeness is used to create images or videos, often resulting in false representations. This technology can create realistic but fake content, which can sometimes be difficult to distinguish from authentic material.
Q2: How are deepfakes created? 
A: Deepfakes are typically created using advanced computer algorithms that learn how to replicate the appearance and voices of individuals. These algorithms require a large amount of data, such as photos or videos of the person, to create a convincing fake image or video, however they can be easily and quickly created using freely available apps.
Q3: How did this deepfake incident occur? 
A: In the current incident, a deepfake video/audio/text was created and shared, inaccurately portraying individuals from our school community. The specifics of who created it and how are under investigation.
Q4: What is the school doing in response to the deepfake incident? 
A: We are taking several steps:
· Conducting a thorough investigation to understand the source and spread.
· Working to have the content removed from any platforms where it’s been shared.
· Keeping our school community informed and providing support to those affected.
Q5: How can I tell if something is a deepfake? 
A: Identifying deepfakes can be challenging but look for inconsistencies in the video or audio quality, lip-syncing errors, and unusual facial expressions or movements. If you're uncertain, it's best to verify the information with reliable sources.
Q6: Are the individuals in the deepfake responsible for what is shown or said? 
A: No. The individuals depicted in deepfakes are victims. The content is artificially created and does not represent their actions or views.
Q7: What should I do if I come across the deepfake content? 
A: We strongly advise against sharing the content. Please report it to the school and the platform where you found it. Sharing the content further can increase harm and spread misinformation.
Q8: How is the school ensuring the welfare of students and staff affected by this incident? 
A: The welfare of our community is our top priority. We are providing counselling and support services to those affected. We are also actively working to prevent and address any bullying or harassment resulting from this incident.
Q9: Will the school involve legal authorities or take legal action? 
A: We are cooperating with relevant authorities and considering all appropriate legal actions to address this incident and prevent future occurrences.



Section 8: Post-Crisis Evaluation
Debriefing Process
1. Structured Debriefing Session:
· Schedule a debriefing session with the Crisis Management Team (CMT) and relevant staff within a week of resolving the crisis.
· Focus on a constructive review of the incident, response effectiveness and areas for improvement.
2. Key Questions for Evaluation:
· How effectively did we identify and assess the crisis?
· Were our communication strategies and channels effective and timely?
· How well did we manage the welfare of students, staff and other stakeholders?
· What were the strengths and weaknesses in our response?
· Were there any unforeseen challenges, and how did we handle them?
Feedback Collection
· While formal feedback collection from stakeholders is not outlined, consider informal discussions or observations noted during the crisis to gauge the community's response.
Plan Revision Guidelines
1. Assessment of Feedback and Debriefing Outcomes:
· Analyse the feedback and debriefing insights to identify key lessons.
· Focus on actionable items that can improve future crisis responses.
2. Updating the Crisis Communication Plan:
· Revise the plan to incorporate lessons learned, particularly in areas of crisis identification, communication strategy and stakeholder management.
· Ensure updates are made in consultation with all CMT members and relevant staff.
3. Testing Revised Plan:
· Conduct simulations or table-top exercises to test the effectiveness of the revised plan.
· Make further adjustments as necessary based on these exercises.



Appendix A: Glossary of Terms
Artificial Intelligence (AI): Technology that simulates human intelligence processes by machines, especially computer systems. Key in creating deepfakes.
Crisis: A significant, unexpected event that poses a threat to the school or its stakeholders, requiring immediate action.
Crisis Communication: The process and strategy used by an organisation to communicate during a crisis to mitigate its impact.
Crisis Management Team (CMT): A group designated to plan for and respond to crises, ensuring effective management and communication.
Deepfake: Synthetic media created using artificial intelligence, where a person's likeness is used to create images or videos, often resulting in false representations.
Digital Footprint: The information about a person or organisation that exists on the Internet as a result of their online activity.
Ethical Conduct: Adherence to accepted moral norms and values, especially important during crisis resolution and communication.
Fake News: False or misleading information presented as news, often spread through digital channels and social media.
FAQ (Frequently Asked Questions): A list of common questions and answers on a specific topic, used to address widespread concerns or queries.
Feedback Collection: The process of gathering input and reactions from stakeholders, crucial for evaluating the effectiveness of crisis response.
Legal Compliance: Adhering to all relevant laws and regulations, particularly important in the management and communication of a crisis.
Misinformation: False or inaccurate information, often spread unintentionally, that can cause public confusion during a crisis.
Privacy Policy: Guidelines on how an organisation collects, uses, and protects personal information, critical in crisis situations involving data.
Public Relations (PR): The practice of managing and disseminating information from an organisation to the public to maintain or enhance its image.
Reputation Management: The process of monitoring and influencing how an organisation is perceived by others.
Social Media Monitoring: The process of tracking social media channels for mentions of your school, relevant discussions and responses.
Stakeholders: Individuals or groups who are affected by or have an interest in your school’s activities, such as students, parents, and staff.
Synthetic Digital Content: Digitally altered or generated media that can include text, images, videos and audio, used to refer to content like deepfakes.
Transparency: Open and honest communication that builds trust, particularly vital during a crisis to maintain stakeholder confidence.



Appendix B: Contact List for Crisis Management Team
A template for schools to populate with the contact information of their CMT members.
· Head of School:
Name:
Contact Number:
Email:
· Communication Officer:
Name:
Contact Number:
Email:
· Welfare Officer:
Name:
Contact Number:
Email:
· IT Manager:
Name:
Contact Number:
Email:
· Legal Advisor (if applicable):
Name:
Contact Number:
Email:
· Add additional roles as relevant.




Appendix C: Legal and Ethical Guidelines
Crisis management for a deepfake issue requires a response that considers the individual context. Components of crisis management may require consideration of legal and/or ethical aspects and are beyond the scope of this document.
· Be aware of legal and ethical implications, especially those involving digital content and privacy issues.
· Seek professional legal and ethical advice on a case-by-case basis to ensure compliance with relevant laws and ethical standards.
· Document all decisions and actions taken during the crisis for accountability and future reference.
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